Cisco Clean Access for Student Laptops

Western State University currently uses Cisco Clean Access to protect its wired and wireless networks.
This protects you as students and the University by preventing unauthorized use and access to viruses
on the network. Below are instructions for downloading and authenticating on the network.

Students:

You will need to connect to the wsuclassroom wireless before you are allowed to get onto the wireless
network.

Currently connected 10:

& wsuclassroom
Intemet access
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Once you are connected to the network, open up an Internet Explorer browser window. The window
should redirect you to a login (see below). Log into the site using your student ID# (@XXXXXXXX) and
your password for your account.
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This should prompt you to download Cisco Clean Access as seen below. Click on Download Cisco Clean
Access Agent.
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Network Security Notice: This network is protected by the Clean Access Agent, a companent of the Cisco Clean Access Suite. The Clean Access Agent ensures that your computer
meats the requirements for accessing this network, and helps you keep your computer secure and up-to-date,

Please use the Clean Access Agent to fog in to the network.

If you don't have the Clean Access Agent software yet, download it by clicking the button below, After downloading the installation file, run it to complete the installation,

If you have already downloaded and Installed the Clean Access Agent, please close this window and right-click the Clean Access Agent lcon In the system tray and choose Login from
the menu. Enter your usual network user name and password in the login window,

I Uownload Clean Access Agert 4180 I

»t If you are already running the Clean Access Agent and you are connected through a slower connection (such as VPN or dial-up), please wait as it might take a few moments for
& Agent to pop up.
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Follow the prompts to download and install Cisco Clean Access (Shown below). Click Run.

File Download - Security Warning

Do you want to run or save this file?

MName: CCAAgent_Setup.exe

Type: Application, 10.4MB

From: auwsu-ccas0l.edmc.edu

[ Run ][ Sawve l[ Cancel ]

|@ ‘While files from the Intemet can be useful, this file type can

potentially ham your computer. F you do not trust the source, do not
run or save this software, What s the risk?




Another window will appear to ask you to click run. Click Run and then follow and accept the rest of the
prompts.

Internet Explorer - Security Warning

The publisher could not be verified. Are you sure you want to run this
re?

MName: CCAAgent_Setup.exe
Publisher: Unknown Publisher

Run I [ Don't Run

This file does not have a valid digital signature that verifies its publisher. You
should only run software from publishers you trust. How can I dedide what
software to run?

Once installed, a Cisco Clean Access login box should appear automatically similar to the one below.

Cw Cisco Clean Access Agent : 1[

Clean Access Agent

Please enter your user name and password:

User Name :

Passwori :

[T Remember Me
Please select your authentication provider:
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Once you login successfully, you are connected the Internet. Open an Internet Explorer (or Firefox) to go

to the Internet.

For problems with your login information, please go to Student Services. If you should need technical
support, please call Jennifer Mac at 714-459-1162 or send an email to
wsusupport@pcschoolsupport.com to submit a help ticket. Once at the site, click on submit a ticket,

choose your campus and let us know the issue you are having.

If you are still having a problem getting on the wireless network, you may have to install Anti-virus on
your computer. WSU provides free Symantec Anti-Virus to students which can be found in the student
Library, Student Services, and the IT department located on the 4" floor.
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